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ABSTRACT

Cross-correlations of unknown encrypted signals between
two civilian GNSS receivers are used to detect spoofing
of known open-source signals. This type of detection
algorithm is the strongest known defense against
sophisticated spoofing attacks if the defended receiver has
only one antenna. The attack strategy of concern starts by
overlaying false GNSS radio-navigation signals exactly
on top of the true signals. The false signals increase in
power, lift the receiver tracking loops off of the true
signals, and then drag the tracking loops and the
navigation solution to erroneous, but consistent results.
This paper develops codeless and semi-codeless spoofing
detection methods for use in inexpensive, narrow-band
civilian GNSS receivers.  Detailed agorithms and
analyses are developed that use the encrypted military
P(Y) code on the L1 GPS frequency in order to defend
the open-source civilian C/A code. The new detection
techniques are similar to methods used in civilian dual-
frequency GPS receivers to track the P(Y) code on L2 by
cross-correlating it with P(Y) on L1. Successful detection
of actual spoofing attacks is demonstrated by off-line
processing of digitally recorded RF data. The codeless
technique can detect attacks using 1.2 sec of correlation,
and the semi-codeless technique requires correlation
intervals of 0.2 sec or less. This technique has been
demonstrated in a narrow-band receiver with a 2.5 MHz
bandwidth RF front-end that attenuates the P(Y) code by
5.5 dB.

INTRODUCTION

The vulnerability of unencrypted civilian GNSS signalsto
spoofing has long been known. The U.S. Department of
Transportation has noted the vulnerability of GPS to
spoofing *.  Spoofing is the intentional broadcast of false
signals that, in a user receiver, appear to be true signals.
Spoofing of GNSS signals can cause a user receiver to
determine a location that is far different from its true
position, to compute erroneous corrections to its receiver
clock, or to make both errors simultaneously #3*>7,
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The spoofing attack described in Refs. 5 and 6 is hard to
detect. It synthesizes spoofing signals for multiple
satellites in a way that initially overlays them on top of
the true signals. Next, it slowly pulls the victim receiver
away from truth time and location in a self-consistent
way. Typical Receiver Autonomous Integrity Monitoring
(RAIM) methods for spoofing detection will fail to detect
such an attack because they look for signal
inconsistencies at the navigation level, which are not
present in this scenario.

New RAIM methods are being developed to try to detect
this  type of attack a the  tracking-
loop/discriminator/correlator level #9° These detection
algorithms are complex and may be difficult to implement
robustly. If such algorithms are to succeed, typically they
must achieve detection at the moment of signal drag-off,
which degrades their robustness.

Several other approaches have been proposed to detect
this type of spoofing attack. These methods include
cross-correlation of encrypted signals between secure and
defended receivers 2, the use of multiple antennas *,
and methods that rely on inertial measuring devices and
high-stability clocks. Other proposed methods would
require changes to the navigation data message to provide
Navigation Message Authentication (NMA) **, or some
sort of partial encryption of spreading codes 3’. NMA
techniques may need to be implemented in conjunction
with algorithms that detect dynamic estimation-and-
replay spoofing of the NMA authentication bits .

The cross-correlation method of Refs. 11 and 12 has
several advantages over the other methods. It does not
require an extra GPS antenna or an IMU. It does require
a communication link from a secure receiver so that parts
of the two receivers signals can be cross-correlated. The
NMA method and methods based on new encrypted
portions of the spreading code have the disadvantage of
needing to change aspects of the broadcast signal.
Presumably NMA could be implemented as an extension
of the modern GPS civil navigation (CNAV) messaging
format. The NMA approach would have alonger latency,
taking up to 5 minutes to authenticate a signal, versus
latency on the order of one second or less if using the
cross-correlation method. Because of these advantages,
the remainder of this paper focuses on the cross-
correlation spoofing detection method.

The cross-correlation method relies on encrypted signals
that are broadcast on the same frequency as the open-
source signal that is being tracked for navigation
purposes. For example, a GPS civilian receiver might
track and use the unencrypted civilian pseudo-random
number (PRN) codes such as the C/A code on the L1
frequency or the new L2C code on the L2 frequency.
These frequencies also carry the encrypted military P(Y)
PRN codes and, on newer satellites, the encrypted

military binary offset carrier (BOC) M-codes. The
civilian PRN codes can be spoofed using the technique of
Refs. 5 and 6 or related techniques because the spoofer
has prior knowledge of the codes. The spoofing detection
methods proposed in Refs. 11 and 12 use the known
carrier-phase and code-phase relationships between the
tracked civilian codes and the encrypted military codes.
These methods correlate the parts of the signal known to
contain the encrypted military codes between two
receivers. One receiver is presumed to reside in a secure
location so that it has the correct encrypted code in the
expected location. The spoofing detection algorithm
correlates this part of the signal from the secure receiver
with the same part of the signal from the other receiver,
the potential spoofing victim. If the correlation is large
enough, by an appropriate statistical measure, then the
null-hypothesis of no spoofing is accepted. Otherwise, a
spoofing alert isissued for the signal.

This strategy and the relationship of the open-source and
encrypted signals is illustrated in Fig. 1 for the C/A and
P(Y) signals on the GPS L1 frequency. The signasin the
secure reference receiver are depicted in the left-hand
plot, with the vertical blue curve depicting the C/A PRN
code signal and the horizontal red/green curve depicting
the P(Y) PRN code. Time increases along the second
horizontal axis. The right-hand plot shows the same
sections of these two signals in the second receiver, the
potential victim for which spoofing detection must be
performed. The use of orthogonal axes represents the fact
that the C/A and P(Y) codes are modulated onto the
carrier signal in phase quadrature. The strategy of Refs.
11 and 12 is to track the blue C/A signalsin each receiver
and to use the knowledge of these signals phase and
timing relationships to the P(Y) code in order to strip off
the green part of the received P(Y) code in each receiver.
Although this green signal is not known by either receiver
a priori and although its received version is noisy, a
correlation between these two green segments will
produce a large statistic only if the correct P(Y) code is
present in both receivers. This will be true only if the
defended receiver is not being spoofed.

Reference 11 tested the un-spoofed case for this method.
It showed a significant inter-receiver correlation of the
baseband-mixed signal that was in phase quadrature with
the GPS L1 C/A code. Thus, it verified lack of spoofing
based on the encrypted L1 P(Y) signal. That effort did
not perform a statistical analysis of the proper detection
threshold for a spoofing alert, nor did it test the method
under an actual spoofing attack. Its correlation
calculations, which were based on batch laboratory data
collection and analysis techniques, amounted to a proof-
of-concept implementation. They required an expensive
code offset timing search between the baseband
guadrature signals of the two receivers.  Further
refinements are needed in order to develop a practical



operational system.

The effort of Ref. 12 sought to remedy several of these
short-comings. It presents a statistical analysis of
spoofing detection thresholds. In addition, it attempted to
develop a system that could function in rea-time. Its
approach to real-time detection was to stream raw RF
samples directly from the secure receiver to the potential
victim receiver via the internet. The defended receiver,
the potential victim of spoofing, was a software radio
receiver. It had the rea-time capacity to track signals
both from its own antenna and in the streamed RF data
that originated from the secure antenna. It also had the
capacity to do the necessary correlation calculations of
the quadrature baseband signals from the two data
streams.

Known in-phase C/A code used for  Unknown encrypted quadrature P(Y) code
used for cross-correlation spoofing detection GPS techniques have an

tracking in both receivers
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" Correlated portions of P(Y) code based on same.
C/A code to match timing between receivers
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correlation. This narrowing of the bandwidths increases
and signal-to-noise ratio (SNR), which decreases any
possible squaring loss. Squaring loss is the loss of SNR
that occurs when multiplying together two noisy signals.
For GPS P(Y) code, signal bandwidth can be reduced by
estimating the unknown W encryption chips that
transform the open-source P code into the encrypted P(Y)
code. This technique is used regularly in semi-codeless
reception of the P(Y) signa on the L2 frequency in
civilian dual-frequency GPS receivers °'"%8 |f the
encrypted signal in question is the GPS M code, then
bandwidth reduction can be achieved by mixing out the
known BOC signa to leave only the unknown 5.115
MHz spreading code chips, which then must be estimated
in amanner analogous to W-chip estimation.

It is well known that semi-
codeless dual-frequency civilian

improved processing gain in
comparison to codeless dual-
frequency techniques. In the
present context, the semi-
codeless cross-correlation takes
place between encrypted signals
from two receivers that are both
receiving the same frequency,
eg., the GPS L1 frequency.
Although this differs from
cross-correlation in a single
receiver between the L1 and L2
frequencies, the potential for
improved processing gain is the
This improved gain
should yield a better probability
of detection for a given false
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Fig. 1. Relationship of known open-source C/A signal and encrypted P(Y) signal on adarm rate and correlation

two receivers.

A significant contribution of Ref. 12 is an analysis which
shows that the P(Y) code can be used for practical
spoofing detection even in a narrow-band C/A-code
receiver, i.e., one with an RF front-end bandwidth of only
1.9 MHz. Reference 11 implies the need for a wide-band
RF front-end for this type of approach. A 1.9 MHz
narrow-band receiver attenuates the P(Y) code by 6.9 dB
and greatly distorts it, but there is still enough vestigial
signa to achieve reasonable detection power for
reasonable cross-correlation intervals.  Unfortunately,
Ref. 12 failed to achieve successful spoofing detection
results due to bugs in its real-time software radio inter-
receiver correlation calculations.

A further improvement to the cross-correlation method of
Refs. 11 and 12 may be possible. This is true if the
encrypted signal has a structure that allows a narrowing
of its bandwidth in the two receivers prior to cross

interval. In order to redlize this

processing gain, it is necessary
to know the timing of the unknown encrypted chips
relative to the tracked open-source signal. For the P(Y)
code, the timing of the unknown W-chips relative to the P
code and relative to the C/A code has been addressed by
several researchers '8 For M code, the timing of the
BOC relative to the spreading codes and relative to the
C/A code may have to be deduced by a one-time set of
observations from a high-gain antenna.

This paper makes three principal contributions. Firdt, it
implements the codeless spoofing detection test of Ref.
12 and provides the first demonstrations of its
effectiveness in detecting a sophisticated spoofing attack
as defined in Refs. 5 and 6. It does this using recorded
RF front-end data from two receivers in off-line MATLAB
calculations. The RF front-ends have bandwidths of only
2.4 and 2.6 MHz. Therefore, this demonstration confirms
the hypothesis of Ref. 12 that narrow-band receivers have



sufficient vestigial P(Y) code for purposes of spoofing
detection.

The second contribution is the development and test of a
semi-codeless form of P(Y)-code-based spoofing
detection. Its method works even for a narrow-band
receiver whose RF front-end filter passes less than 30%
of the P(Y) signal's power. The receiver produces a very
distorted P(Y) code that poses a challenge to semi-
codeless signal processing. The test of this second
detection method also uses off-line MATLAB calculations
that operate on recorded RF data. It demonstrates that the
semi-codeless method can detect a spoofing attack of the
type in Refs. 5 and 6 with greater efficiency than the
codeless method.

The last contribution is a theoretical comparison between
the spoofing detection power of the codeless and semi-
codeless techniques for a narrow-band L1 receiver. This
comparison demonstrates a significant improvement on
processing gain for the semi-codel ess method.

Techniques similar to this paper's semi-codel ess W-chips
spoofing detection algorithm could be developed for the
M-code. Such developments would require a much wider
bandwidth RF front-end. They would also require a
modified algorithm to remove the BOC signal, rather than
P-code chips, before estimating the chips of the 5.115
MHz PRN spreading code. Another important aspect of
an M-code-based system is the need to have Doppler
separation or directional antennas at the secure reference
station. Otherwise, it would be impossible to completely
separate the M codes of different satellites. Any needed
antenna directionality could be provided by a phased-
array antenna with independent beam directions for each
channel.

This paper does not attempt to devise any strategy in the
event that a spoofing attack has been detected. Rather, its
only goal is to inform the defended receiver whether or
not its tracked open-source signals are reliable.

The remainder of this paper consists of 5 sections plus
conclusions. Section |l presents a mathematical model of
the L1 C/A and P(Y) signals and of quadrature baseband
mixing. These two signals are, respectively, the example
open-source and encrypted signals that are considered
throughout this paper. Section Il reviews and explains
the codeless spoofing detection method. Section 1V
develops the semi-codeless spoofing detection method
based on W-chip estimation for the P(Y) code. This
section also compares the detection power of the codeless
and semi-codeless techniques. Section V presents test
results for the two spoofing detection methods. Section
V1 discusses the possibility that modified spoofing attack
strategies might provide tougher challenges to these
methods, and it discusses possible responses to such
challenges. Section VI presents this paper's conclusions.

[I. MATHEMATICAL MODELSOF SIGNALSAND
PRE-PROCESSING

A. Received Signal M odels

The spoofing detection analysis starts with models of the
received signals at the outputs of the RF front-ends of 2
receivers. These signalstake the form:

Vai = AeaC (g )cosl@pt 4; + @, (14;)]

+ Ay Py (L )sinl@ppty; + @, (1) + ngy (18)
Vpi = AepC g (tpi )cos[@ppty; + @ (15;)]

+App Pyr (tp;)sin[@ppty; + @y (tp;)] + 1y (10)

where y,; is the sample output by Receiver A's RF front-
end at Receiver Clock A sample time ¢,; and where y, is
the sample output by Receiver B's RF front-end at
Receiver Clock B sample time ;. Receiver A is assumed
to be the secure reference receiver. Receiver B is the
potential victim of a spoofing attack, the receiver for
which spoofing detection must be performed.

The function C(7) is the product of the C/A code and the
50 Hz navigation data bits as distorted and attenuated by
the filter in the RF front-end. The function Py(?) is the
distorted and attenuated product of the received P(Y)
code and the navigation data bits. In the present analysis,
these functions are presumed to be the same in both
receivers. The semi-codeless analysis of Section IV will
relax this assumption. Nominally these functions would
be either +1 or -1 at all times due to the BPSK nature of
the PRN codes and the navigation data, and their powers
would equal 1. The RF front-end filters distort these
signals so that they can take on different values than +/-1,
and the filtering lowers their powers to values less than 1.
Referring to Fig. 1, C{f) is represented by the blue
curves, and Py/(?) is represented by the red/green curves,
except that the figure does not depict distortion or
attenuation. These functions phase quadrature
relationship in Egs. (1a) and (1b) is illustrated in the
figure by their being plotted along orthogonal axes.

The received C/A code amplitudes for the two receivers
are, respectively, 4., and A4,. The corresponding
received P(Y) amplitudes are 4,, and 4,,. Subsequent
analyses in this paper assume that the P(Y) amplitudes
can be deduced from the C/A amplitudes. This
calculation takes the form:

where L, is the power loss factor of the broadcast P(Y)
code relative to the broadcast C/A code for the satellite in
question. Typically 10/og1o(L,) equals approximately -3
dB ®. The 0.4 dB term in the exponent of Eq. (2)
compensates for the fact that L, is defined in the +/-10.23
MHz bandwidth centered at L1, which contains only the
main lobe of the P(Y) power spectral density but 18



additional side-lobes of the C/A spectral density. The"a"
and "b" subscripts have been omitted from Eq. (2)
because it applies to both pairs of amplitudes for both
receivers using the identical loss factor L,

The frequency @y is the nominal intermediate frequency.
It is the frequency to which the nominal carrier at w;; =
27x1575.42x10° rad/sec gets mixed by the RF front-end.

The functions ¢,(f) and ¢,(f) are the beat carrier phase
time histories of the signals at Receivers A and B,
respectively. They have the opposite sign to the usual
definition of beat carrier phase in the GPS literature.
Their time derivatives equal the received carrier Doppler
shifts.

The quantities n,; and n,;; are the receiver noise terms.
They are assumed to be discrete-time Gaussian white-
noise with statistics:

2 2 . .
E{n,;} =0, E{ny;} = 0gpy, E{ngn,} =0 forali=j

(32)

E{ny} =0, E{n}} = 0y, Elnyimy,} =0 foralli= j
(30)

E{ngny} =0 forali, j (3¢)

B. C/A-Code and Carrier Tracking and Quadrature
Baseband Mixing

The spoofing detection agorithms of this paper presume
that the reference and defended receivers are able to
acquire and track the C/A code signals in Egs. (1a) and
(1b). A Delay-Lock Loop (DLL) is presumed to track the
C/A PRN code in order to determine the start/stop times
in C(7). Suppose that these times are 7, and 7, at the
end of the (k-1)® C/A code period and the start of the A"
C/A code period, as measured at Receivers A and B using
their respective clocks. The tracking algorithms also use
a Phase-Lock Loop (PLL) in order to determine the
estimated beat carrier phase time histories éa(t) and
Pp(1) .

The PLL wuses feedback from a carrier-phase
discriminator. The discriminator is computed from the
following prompt in-phase and quadrature accumulations
for the & code period:

i +Np-1 A
Ip=" % yiClt; =74 )+ @pylopg )] %
=iy,

cosloypt; + & + @py (t; — 1)) (4a)

ik+Nk—1 R
Or= X yiCllt; —74 )A+ opylewp)]x

i=iy

sin[@ypt; + @ + Opy (4; = 71)] (4b)

where the "¢" and "b" subscripts have been omitted
because the accumulation processing is similar in both
receivers. The sample index i, is the first sample of the
K™ code period, i.e, the first sample such that 7, < .
The number N, is the total number of samples in the code
period so that the terminal index i,+N;-1 isthe last sample
of the code period, that is, the last sample such that ¢ <
Ti+1. Thefunction C[4] isthe +1/-1-valued C/A PRN code
without RF filter effects. The frequency @p, is the
PLL's carrier Doppler shift estimate for the 4" code
period, and the phase ¢?k is the estimated beat carrier
phase at the code period start time ;.

Quadrature baseband mixing is used in order to isolate the
P(Y)-code part of the signal. The quadrature baseband
mixed signals for the X" C/A code period are computed as
follows:

Vai = villpsinfogpt; + @y +apy (t; —75)]

— Ogcoslpt; + @ + Opy (t; _Tk)]}/\/llg +0F
fori= i/(, ey (i/{"N];l) (5)

where y,; is the quadrature baseband mixed signal that
corresponds to the original sample y,.. This mixing
formula uses both the estimated carrier-phase time history
from the PLL and the in-phase and quadrature
accumulations.  If the PLL has settled, then the
quadrature accumulation Q; will nominaly be zero, and
this formula will approximate simple multiplication by
the quadrature sin[wt;+...] signa. Equation (5) is used
in place of this simple multiplication because it
compensates for the effects of navigation data bit signs
and for PLL tracking errors. The latter compensation
assumes that the noise effects on 7, and O, are negligible.

Again, the "a" and "b" subscripts have been omitted from
Eq. (5). Inlater analyses, the quadrature baseband-mixed
samples of the two receivers must be distinguished from
each other. They will be designated as y,,; and y,;. They
are computed as in Eq. (5), except that the quantities y;, 1,
O t, q;k , @py s T i, and N, are modified to include an
"a" or "b" subscript, depending on whether y,,; Or y, IS
being calculated.

Equation (5) provides a recipe for computing the
guadrature baseband-mixed signal in each receiver. It is
helpful also to have a model of this signa for each
receiver. A model can be derived by substitution of the
signa model in Eq. (1a) or (1b) into Eq. (5) and by
assuming that the true beat carrier phase time history is
accurately represented by ¢, + @py, (¢; — 71 ) -atan2(Qy, 1)
The function atan2( , ) isthe usua 2-argument arctangent
function. The resulting models for the two receivers take
the form:



Yqai = 2 paPY] (tai)+ ng, (63)
Vabi = 5 App Pyr (1) + ngpi (6b)

where the quadrature baseband noise terms n,,; and n,
have the statistics

E{n qaz} 0, E{nqaz} O-RFavE{nqaz qaj} Oforalli=j

(78)
E{ngp} =0, E{ngp} = %O-RF[) E{ngping} =0forali# j
(70)
E{ngqing,} =0 foralli, j (70)

The models in Egs. (6a) and (6b) ignore the parts of the
signalsin Egs. (1) and (1b) that get mixed to vicinity the
frequency 2w by the operations in Eqg. (5). This is
reasonable because the neglected high-frequency signals
will not affect the subsequent baseband processing.

These quadrature models neglect the effect of 50 Hz
navigation data bits on the mixing recipe in Eq. (5). The
neglected sign effects will be identical for both receivers.
The goa of this effort is to cross-correlate the two
quadrature signals. Therefore, neglected data bit signs
will not have an impact because they will cancel each
other in all cross-correlation calculations.

C. Modeling W Encryption Chipsand RF Filter
Distortion of the P(Y) Code

The P(Y) code can be modeled as the product of the
known P code ° multiplied by unknown W encryption
chips. This moddl takesthe form

Fy (1) = POW (1) (8)

where Py(¢) is the +/-1-valued encrypted P(Y) code, P(f)
is the +/-1-valued known P code, and W(¢) is the +/-1-
valued unknown time history of encryption chips. The
W(r) encryption chips have an average chipping rate of
480 KHz. The PRN code time history P(r) and the
encryption chip time history () have known code phase
relationships between the times when their chip sign
transitions can occur and between the times when the chip
sign transitions can occur on the corresponding C/A code
C(@®.

The timing of the W(f) chips is discussed in Refs. 16, 18,
and 19. The following description is based on Ref. 19
and on unpublished results that were obtained during the
study which is reported in that work. The W(f) chip
timing is directly linked to that of the X1A code, which is
a generator code that is used to form the known P(¢) code
2 The X1A code chips at 10.23 MHz and repeats every
4092 chips, i.e., every 400 pusec. Each chipinterval of the
X1A code is aligned with a chip interval of the P(7) code.
Every 4092 chips of X1A code is broken down into L,
equal sets of chip periods. Each of these 4092/L,, chip
periods is broken down into M, W-chip periods of

duration 7, P-code chips followed by N, W-chip periods
of duration J, P-code chips. Thus, L, (I,M, + J,N,) =
4092. The exact vaues of L,, M, N,, I,, and J,, have
been determined, but have not been fully published.
References 16 and 18 erroneously report that L, = 1.
Reference 19 reports that L,, is greater than 1. Published
information indicates that the two durations of the W
chips, 1, and J,,, are about 20 P chips and that the average
W chipping rate [L,(M,+N,,)/4092]x10230 KHz = 480
KHz.

The filtered version of the P(Y) code that appears in Egs.
(1), (1b), (6a), and (6b) can be modeled as follows:

Pr)= ¥ wiPay ) ©

where w; is the /" +/-1-valued W chip and where P;,,(?) is
the attenuated and distorted version of the 20 or so P
chips that correspond to the /™ W chip.

The w; chip values cannot be known a priori in acivilian
receiver, but the functions Pj,(7) can be determined based
on the known P code, the known W-chip timing, and the
modeled effects of the RF front-end filter. Suppose that
the unfiltered version of Pj,,(r) takes the form:
Iy 1, -1
ij(t)_ Z leT [t _(l wj)Tp _ij] (10)

[=iy,;

where p; is the known +1/-1 value of the i"" P-code chip of
the given GPS week, 7, is the P-code chip perlod Iy IS
the index of the initial P-Code chip of the /" W chip as
measured from the start of the GPS week, I,; is the total
number of P-code chips in the fh W chip, and 1,; 1S the
start time of the /™ W chip and of the (i,,)" P chip. The
function 774¢) is the usua rectangular support function,
which is equal to one over theinterval 0 < ¢ < T'and zero
elsewhere. The P-code chip period is nominaly 7,
1/(10.23x10°%) sec, but it will vary if there is a non-zero
code Doppler shift.

The filtered version of these same P-code chips takes the
form
+l -1

Z pl'[I[t _(l ])Tp - ij] (11)

i= lW/

Py (6) =

where ¥(¥) is the filtered version of the rectangular
support function 77:(¢):

0 t<0
t
Sv(t): _[ hRF(t_T)HTp (T)dT 0<tS(Tp+Thmax)
1=Thmax
0 (Tp+Thmax)<t

(12)

In this formula, hzx() is the rea part of the envelop
impulse response function of the receiver's RF filter. This



function can be determined using off-line system
identification techniques . Equation (12) assumes that
hre(f) is afinite impulse response with zero response 7,,,qx
sec after the impulse. Thisis areasonable approximation
for a large enough Tj,..., and it is consistent with the
system identification assumptions of Ref. 21.

Figure 2 plots five examples of the unfiltered and filtered
sets of P-code chips that are associated with 5 different W
chips. The upper graph plots the unfiltered time histories
Py# for j =1, .., 5 and the lower plot shows the
corresponding filtered Py,(¢) time histories. Each W chip
in this example spans 1, = 20 P-code chips. The lower
plots have been generated using the /() filter impulse
response function associated with one of the RF front-
ends that has been used to generate results for Section V.
The plots for the other receiver's RF front-end would be
similar. It is obvious from Fig. 2 that this narrow-band
RF filter causes significant power attenuation and
distortion in the P(Y) signal. These accurate models of
the attenuation and distortion are important to the
development of this paper's spoofing detection
algorithms.

time histories time histories time histories time histories  time histories P

40 60
t (P-code chips)

Fig. 2. Wide-band (top) and filtered (bottom) P-code
chips of 5 successive W encryption chips
(filtering performed by a 2.5 MHz wide narrow-
band RF front-end; filter delay removed from
bottom plot).

D. P(Y) Code and C/A Code Power Lossin the RF
Front-End Filter

The filter impulse response function can be used to
determine the P(Y) signal's power lossin the narrow-band
RF front-end. This calculation starts by computing the
envelop filter's frequency response

Thmax .
Hpp(jo)= | hgp()e™“dt (13)
0
where j = (-1)*2 in this formula The square of the

absolute value of this function multiplies the unfiltered
P(Y) code's normalized power spectral density

sin(wTI,IZ)T ”

S py (@) = { )

in order to yield the corresponding filtered power spectral
density. The ratio of the integrals of the filtered and
unfiltered power spectral densities gives the power loss
through the filter. Itis

27T, » 5
I |HRF(]0))| Spy(w)dw
_ —27r/Tp
Ly = 27T, (15)
[Spy(@)do
-27xIT »

Recall that 7, in these formulas is the P-code chipping
period. Thus, these integrals are performed over the main
lobe of the P(Y) signal, i.e., over the range -10.23 MHz to
+10.23 MHz.

Another power loss factor is that of the C/A code. It is
important because the spoofing detection calculations
need to know P(Y) code power or amplitude, and they
infer it from C/A code amplitude using calculations like
those in EQ. (2). The C/A code loss factor must account
for two effects. Oneisthe lossin the RF front-end filter,
and the other is the loss associated with the accumulation
calculations in Egs. (4a) and (4b). The latter loss arises
from the use of the unfiltered C/A code C[{] in the
accumulation recipes. The total power loss of the C/A
code at the output of the [[;,Q;] accumulation processis:
2

tmax
Lfca = m;lx IhRF (t)sca (t - T)dt (16)
0

where s.,(?) is the symmetric autocorrelation function of
the unfiltered C/A code. The result of the integration in
Eq. (16) is the cross-correlation between the filtered and
unfiltered versions of the C/A code. Its maximum value
is less than 1, but it approaches 1 as the filter bandwidth
increases 2.

[1l. CODELESS SPOOFING DETECTION
TECHNIQUE

This section develops an implementation of the codeless
spoofing detection agorithm of Refs. 11 and 12. A
significant amount of this material is taken from Ref. 12,
but the notation has been changed in a number of places
in order to conform with the models in Section Il of the
present paper. In addition to the notation changes, the
developments of the present section include
implementation details that are not found elsewhere.

A. Computation of the Raw Codeless Spoofing
Detection Statistic

The raw codeless spoofing detection statistic is the sum of
products of quadrature samples from Receivers A and B.



In other words, it is the sum of products of Eq. (6a)
samples and Eq. (6b) samples. Before forming products,
however, it is necessary to map sample times in the two
receivers to identical values as measured relative to their
respective tracked C/A codes. This inter-receiver time
mapping relies on the DLL estimates of the C/A code
Start/StOp times, Tuly T2y ooy Takey Taftdy ooe and Thly Tb2y «+vy Tois

Tbk+ly

Suppose, in addition, that there is a known differential
relative timing offset between the filtered P(Y) code and
the DLL estimate of the filtered C/A code. This offset is
denoted by o, and it represents a difference between the
two receivers. It isameasure of the amount by which the
filtered P(Y) codein Receiver B is delayed relative to that
receiver's DLL-generated C/A code replica when
compared to the filtered P(Y) code in Receiver A.
Nominally, one would expect this differential timing
offset to be zero or nearly so. A non-zero value is
allowed in the present analysis in order to make it more
general and to facilitate an experimental study of the
magnitude of this delay.

Suppose that the correlation calculation seeks the correct
guadrature sample from Receiver B to correlate with
sample y,,; from Receiver A, which was sampled at
Receiver A clock time ¢,;. Suppose that the delayed
sample time (t,+d,;) lies in the Receiver A DLL's
estimate of the reception interval of the " C/A PRN code
period. That is, supposethat 7, < (2,+t,;) < Tu+1. Then
the first step in the correlation process is to compute the
corresponding time according to Receiver B's clock.
Using linear interpolation between DLL code start/stop
times, itis:

= Thk+1 — Tk
thi = Tpr +(—+ (tai + Oty —Tar) (17)
Tak+1 ~ Tak

This Receiver B time estimate can be used to interpolate
between Receiver B quadrature samples from Eqg. (6b) in
order to synthesize the "sample' of the Receiver-B
quadrature signal that corresponds to the Receiver-A
sample y,.;.. Suppose that the interpolated time ?;,i from
Eq. (17) lies between Receiver-B RF sample times ¢,; and
ty+1. Then the synthesized quadrature sample of Receiver
B isthe linearly interpolated value:

~ Yabj+1~ Ygbj |,~
Vabi = Yabj +| ———L (1 — ty;) (18)
Ipj+1—

The Receiver-A quadrature samples from Eq. (6a) and the
synthesized Receiver-B quadrature samples from Eq. (18)
are multiplied together and summed in order to form the
un-normalized codeless spoofing detection statistic:
i+M-1
Yu= 2 yc]aly([bl (19)

i=ij

The index i, in this formula is the initial sample of the
correlation accumulation interval, and M is the tota
number of samples used in each accumulation. This /"
un-normalized spoofing detection statistic spans a data
interval of length 7,,,, = MAt sec, where At = 1,41 - t,; iS
the RF front-end sample period. The mid-point of this
interval is
(M =24t

. =tai[ +T (20)

according to the Receiver-A clock.

B. Hypothesis Test for Spoofing based on a
Normalized Codeless Detection Statistic

The spoofing detection statistic in Eq. (19) has
significantly different properties depending on whether or
not the C/A code signal tracked by Receiver B is a
spoofed signal. If the signal is not spoofed, then the
synthesized jqbi quadrature sample is assumed to be
modeled by Eq. (6b). If the signal is spoofed, however,
then the P(Y) code is presumed to be absent from the
quadrature channel of Receiver B. In this case, Eq. (6b)
is modified to setting the P(Y)-code amplitude to 4,, = 0.

Under the hypothesis of spoofing, hypothesis H;, the
mean and variance of the spoofing detection statistic v,,
are

7_/u|Hl = E{ Yul |Hl}

ip+M-1 -
= X [2 paPYf (tai) + E{nqai}]E{nqbi}
_ll
=0 (21a)
2 2
O = E{ v | H}
i+M-1 - 2
=E z [2 paPYf([ai)+nqai]nqbi
i=ij
i+M-1
= X [4 paPYf(fm)+ URFa] OREb
i=ij
M > 2 2
=70-RFb[O_RFa +5 ApaPYf]
M
= OkraORr[L+ 241(CING) 0] (21b)

where ﬁqb~ is the noise in the synthesized quadrature
sample Yabi which is assumed to obey the same statlstl cs
as Ngp; in Egs. (7b) and (7¢). The quantity ny is the
mean value of ny, i.e, it is the power of the distorted
P(Y) code at the output of the RF front-end filter. The
quantity (CINo),, = A3,Pi/(Ackr,At) is the filtered
P(Y)-code carrier-to-noise ratio in Receiver A. The
derivations in Egs. (21a) and (21b) depend on the

assumptions that E{nqbz qb/} = 0 for al (iy) such that



i#jandthat E{n,,ng,} = 0foral (i)).

Under the hypothesis of no spoofing, hypothesis Hy, the
mean and variance of v, are

77u|H0 =Ky | Ho}
ij+M-1
= Z [2 paPYf (ta1)+E{nqa1}]X

i=i;

[5 4 ps Py (1) + E{ g }]
M 52
= TApaApbPYf

:MO-RFaO.RFbAt\/(C/NO)pya(C/NO)pyb (229)

0'%41{0 = K74 |HO}_7_/142|H0
ij+M-1
_E{[ 2 [2 paPYf(tai)+nqai]X
i=i
~y,~ 1121 _ 52
[5 A Py (1) + nqbi]] } = YulHO

ij+M-1 2

= %ApaA Z PYf(tal)PYf(tbl)

i=i;
2 i +M-1
8ApaO-RFb b) PY] (tal)

111

2 2
+3 AbO'RFa Z PYf(tbl)

i=ij
+%O-I%Fa0122Fb —77u2|H0
2
(Me A5, A5 P = Tam0)
+§[A]2;a0-1%Fb + A0k B
+%O'122Fa0-122Fb
_ %alghgg {1+ 241[(C/No) ya

+(C/NO) pyb I} (22b)

where (CINo),» = A5,Pi7/(A0kp A1) is the P(Y)-code
carrier-to-noise ratio in Receiver B.

The derivations in Egs. (22a) and (22b) assume that the
mean value of the product Py (tm)PYf(t,,l) also equals
ny This is reasonable when the RF front-end filters are
similar because the Receiver A time ¢,; and the Receiver
B time 7,; are the same times relative to their respective
P(Y) codes by virtue of the construction of Z;,. in EQ.
(17). Of course, a stricter use of notation would have
created slightly different function names for Py(r) in the
two receivers in order to alow them to take on the same
value at the different input time arguments ¢,; and Zl',[ .

The carrier-to-noise ratios (C/No),,. and (C/No),,, in the
final forms of Egs. (21b)-(22b) are used in place of terms
involving 43,77 and 42%R% . This convention is
adopted because it is convenient to deduce the carrier-to-
noise ratios. The determination of (C/Ng),,. and (C/No),»
begins with a determination of the corresponding C/A-
code carrier-to-noise ratios. Given a time history of
prompt accumulations 7, and Q; for the C/A code, the
calculation starts by determining the mean amplitude of
the accumulation vector [/;; O,] and the noise variance in
each of this vector's components:

Aip = (% -0 (233)
ofp =05(z—\z?~c?) (23b)

where z and 022 are, respectively, the mean and variance
of the accumulation power:

K
F=EI +0fy = 2UE+0D) (23

2 1K _
o2 = E{[I? +021%} - 7%= ?kzl(z,g +07)? 22 (24b)
As a side benefit, the accumulation variance in Eq. (23b)
can be used to estimate the effective variance of the noise
in the raw RF samples:
2
Okr ==——0lp (25)

accum

where N cum = (N+Not...+Ng)/IK is the average number
of samplesin an accumulation. The value of this variance
for each receiver is needed in Egs. (21b) to (22b).

The C/A-code carrier-to-noise ratio is computed from the
accumulation amplitude and variance in Egs. (23a) and
(23b) Given the accumulation interval T,ecum
AtN, the carrier-to-noiseratio is.

accum

Afp
(O/No)e = O— (26)
O-l O*accum

Given the C/A-code carrier-to-noise ratio, the P(Y) code
carrier-to-noise ratio can be computed. This calculation
considers the effects of filter loss and distortion, as per
Egs. (15) and (16), and the transmitted power decrement
of the P(Y) code in comparison to the C/A code, as per
Eq. (2). Theresulting formulais

—0.04/10
10 (C/Ny), } o

(C/No)py = LnyLp{ 17
fea

The power of 10 in this equation adjusts for the fact that

the L., loss calculation in Eq. (16) presumes an infinite

bandwidth of the transmitted C/A code instead of the

actual 20.46 MHz bandwidth. The term in sguare



brackets on the right-hand side of this equation is what
the received C/A-code carrier-to-noise ratio would have
been had there been no loss in the filter or in the prompt
accumulation calculations.

The formulas in Egs. (23a)-(27) apply to Receivers A and
B. Theusua "a¢" and "b" subscripts can be added to each
of the quantitiesin order to denote the receiver to which it

applies.

Typically the variance results in Egs. (23b), (24b), and
(25) are computed only once when the receiver is
operating on a quiescent signal with very little actual
amplitude fluctuation. These quantities tend to remain
constant over time due to the actions of the RF front-end's
automatic gain control.

The signal power quantities in Egs. (23a) and (24a) and
the associated carrier-to-noise ratios in Egs. (26) and (27)
are typically re-computed continually. One might re-
compute them for each spoofing detection accumulation
interval. This approach enables the spoofing detection
test to adapt to the time variations in signal power that
typically occur.

Before developing the spoofing test, it is helpful to
normalize the test statistic. A suitable normalization is to
divide y, by its standard deviation under the spoofed
hypothesis Hi, oy,;1- This produces the normalized
spoofing test statistic:
i]+M—1 -
)3 YqaiYqbi

Yul — =y (28)

O-}u|H1 O-RFaO-RFb\/%[l"_ ZAI(C/NO)pya]

V=

The results in Egs. (21a)-(22b) can be used to compute
the means and standard deviations of this statistic under
the respective hypotheses of spoofing on Receiver B, Hj,
and no spoofing, Hy. These quantities are:

7m =0 (299)
07/|H1 =1 (Zgb)
M (CIN, CIN,
YHo =24t (CINo) ya(CT0) (29¢)
1+ 24(C/No) pya
1+ 244 (C/ N, + (C/N,
O_ylHO _ [( O)pya ( O)pyb] (29d)
1+ 24(C/No) pya

The means and variances in Egs. (29a)-(29d) can be used
to design and analyze a sensible spoofing detection test.
The necessary derivations require knowledge of the
spoofed and un-spoofed probability density functions
p(yHy) and p(ylHo). The exact formulas for these
functions are complicated because they involve products
of the Gaussian noise terms n,,; and n,,; . Fortunaely,
the randomness in ¥ is the result of many such product
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terms. Therefore, the central limit theorem can be
invoked in order to model these two probability density
functions as Gaussian distributions.

Given the Gaussian assumption and given the alowable
fase-alarm probability ¢4, the spoofing detection
threshold y;, can be computed by solving the following
eguation:

Yth
apy = [p(nlHo)dy,

—oo

1 (71 - 7r0)?
=T ey, (30)
\/271'0'},'1_[0 PSS 20}4]_]0

This threshold is used to determine whether the signal in
Receiver B is being spoofed according to the following
rule: If % > ., then accept the Hy hypothesis that there
is no spoofing, but if ¥ < ¥, accept the H; hypothesis that
thereis spoofing. Thisthreshold and spoofing test lead to
the following probability of a successful detection:

Vih
Petect = IP(7[|H1)d7[

L 05y Py =1-2,,
\/E - WOV 5ay] misdet
Note that the H, un-spoofed hypothesis is somewhat
unusua: It has a non-zero mean that is calculated by
factoring down the measured C/A carrier-to-noise ratio in
order to estimate the P(Y) carrier-to-noise ratio. It is
important to use the proper calculation of the C/A carrier-
to-noise ratio in Egs. (23a)-(26) and the proper
attenuation to get the P(Y) carrier-to-noise ratio in Eq.
(27). Errorsin these calculations will cause errors in the
un-spoofed expected value y,q and in the spoofing
detection threshold 7,. These errors will cause the
detection test to have a different false-alarm probability
and a different probability of detection than are given in
Egs. (30) and (31).

The analysis of this section assumes that the noise in the
quadrature baseband-mixed signal is purely white noise.
This assumption is violated to some extent in any real
receiver. For the receivers considered in the present
study, their departures from the white-noise assumption
do not appear to be large enough to have a significant
impact on the spoofing detection results. If the non-
whiteness of the noise were an issue, then it would be
straight-forward to adapt the foregoing analysis
appropriately. This adaptation is omitted for the sake of
brevity.

(31)

The detection statistic % would be the optimal Neyman-
Pearson detection statistic % if the noise in Receiver A
were negligible and if the prediction of the P(Y) carrier-
to-noise ratios for the two receivers were exact. In that



case, the Receiver-A quadrature signa would yield a
perfect scaled replica of the encrypted P(Y) code. One
could use this replica and the P(Y) amplitudes on
Receivers A and B in order to derive the joint probability
density functions for y,,; for i = i, ..., i+M-1 under the
two hypotheses. One could demonstrate a monotonic,
one-to-one correspondence between the ratio of these two
probability density functions and the y test statistic. This
correspondence would prove the optimality of the
statistic.  The use of a sub-optimal test statistic is
necessitated by the receivers imperfect knowledge of the
P(Y) signal.

C. Potential for Cross-Talk between Channels

There is a potentia for the P(Y) code or even the C/A
code of another GPS signal to affect the spoofing
detection statistic % in EQ. (28). This can happen if the
Doppler shifts and code delays of the other GPS signal
line up in a certain way with those of the signal for which
spoofing detection is being performed. The necessary
Doppler alignment to cause interference is that of a zero-
valued or nearly zero-valued Doppler double difference
between the two receivers and the two signals. That is, if
the carrier Doppler shift difference between the two GPS
signals is the same at both the reference receiver and the
defended receiver, then there is a potential interference.
This difference must be smaller than the correlation
accumulation frequency 1/T,,,.. Otherwise, the averaging
action of the accumulation in Eq. (28) will attenuate the
interference.

An additional requirement for interference between two
signals is that their double-differenced PRN code phase
be zero or nearly zero. That is, the C/A code period
start/stop time difference between the two signals for the
reference receiver must equal this same difference for the
defended receiver. If this code-phase double differenceis
less than the correlation time of the filtered P(Y) code,
then un-intended cross-correlations of the P(Y) code of
the other signal can appear in the y spoofing detection
statistic of Eq. (28). Similarly, if this code-phase double
difference is less than a C/A code PRN chip length, then
un-intended cross-correlations of the other signal's C/A
code can appear in 3. The C/A code of the second signal
could affect the P(Y) cross-correlation of the signal in
question because the second C/A code could lie nearly in
phase quadrature with the C/A code of the original signal.

This type of interference was noted in the study of
codeless cross-correlation spoofing detection found in
Ref. 12. In that study, the two receivers were both
located in Ithaca, NY. Given this close proximity, the
carrier Doppler shift double differences and the code
phase double differences were likely to be small, and
interference was likely to occur.

Under normal conditions, it is unlikely that two signals
will interfere due to small double differences in Doppler
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shift and code phase. Large double differences will
normally be caused by the necessary receiver separation
between the secure reference receiver and the defended
receiver. If both double differences are small, however,
then this fact will be noticeable from the C/A code
tracking, and the spoofing detection calculations for the
signals in question must be ignored or modified.
Otherwise, the computed ¥ can be much larger than
expected, much smaller than expected, or even negative
2 These possihilities arise because additional non-zero
correlations of the second signal can add constructively or
destructively to alter the mean value of .

It is possible to reduce or even eliminate this type of
interference at the reference station. The necessary
infrastructure would be a high-gain antenna system with
independently steerable beams, such as could be provided
by a phased array. Given sufficient gain, the interference
effects of other signals on % would be negligible even
with zero-valued double differences of Doppler shift and
code phase.

V. SEMI-CODELESS SPOOFING DETECTION
TECHNIQUE

The semi-codeless spoofing detection technique attempts
to improve the power of the spoofing detector by
employing additional a priori knowledge about the P(Y)
code. This a priori knowledge is the fact that P(Y) is
generated by mixing the known P code with the unknown
W encryption chips, as described in Subsection I1.C.

A."Hard" W Chip Estimates

The heart of the semi-codeless spoofing detection method
is an estimator for the unknown +1/-1 values of the w;
chips in Eq. (9). For a given interval of interest, the
estimates are formed by solving the following batch least-
squares estimation problem:

find: wq, wy, wa, ..., Wi (329)
to minimize:
1Y 1, X 2
S, W) =5 Zl[yqi -54p lejBfwj @)
1= J=
(32b)

subject to:

w;=-lor+l forj=1,.., K (32¢)

The cost function in Eq. (32b) is haf the sum of the
squared errors in M instances of Eq. (6a) or (6b),
depending on the receiver in question. This cost formula
uses the W-chips model of the Py,(7) function in Eq. (9) in
order to frame the problem explicitly in terms of
unknown W chips. Note that Egs. (32a)-(32c) do not
include "a" or "b" subscripts. These have been omitted
because this estimation problem applies equally to both
receivers. For the same set of W-chips, however, thereis

an independent W-chip estimation problem based on each



receiver's independent quadrature samples and on each
receiver's Py, () as dictated by the impulse response of its
RF front-end's band-pass filter.

The sample indices i and the W-chip indices j in this
problem are defined somewhat arbitrarily in order to
simplify the estimation problem statement. In practice,
the range of the RF sample index i might be different
from 1 to M, and the W-chip index range might be
different from 1 to K. The first RF sample, samplei =1
a time 1 in the problem above, should be the initial
sample in the P(Y) code interval associated with the
initial W-chip function Ps,1(7), as per Fig. 2. Similarly,
the last RF sample, sample i = M at time ¢),, should be the
final sample associated with the final W-chip function
Pyux().-

The number of W chips estimated in a given batch
optimization, K, is arbitrary. A sensible choice would set
K equa to the number of W chips that were used to
caculate a single semi-codeless spoofing detection
statistic. Thus, if a0.2 sec correlation were used for each
independent detection statistic, then a sensible choice of
K would be (0.2sec)x(480,000 W-chips/sec) = 96,000 W-
chips.

The cost function in Eq. (32b) presumes that the timing of
the received, RF-filtered W chips is known exactly
according to the receiver clock. That is, the functions
P (f) are presumed to be known with ¢ measured in
receiver clock time. This knowledge depends on the
working of the C/A-code DLL, on knowledge of the
relative delays between the filtered C/A-code chips and
the filtered P-code chips that comprise Py, (), and on
knowledge of the nominal W-chip timing relative the
nominal C/A code timing at the transmitter. The latter
knowledge is well defined by the GPS Interface
Specification % in conjunction with the W-chip timing
studies associated with Refs. 17 and 19. The other two
pieces of information are effectively defined by the way
that the RF filter impulse response function, as estimated
by the system identification procedures of Ref. 21, is
defined relative to the C/A code DLL tracking point. If
the same DLL is used for spoofing detection as was used
for the RF filter system identification and if the same
PRN code is being tracked as one of the codes that was
used for system identification, then this relative timing
should be well known. In other situations, a calibration
must be made of this relative timing.

This relative timing calibration is the semi-codeless
equivalent of the codeless timing offset dt,,. Recall that
this latter offset is used in Eq. (17) of the codeless
spoofing detection calculations. In the semi-codeless
case, each receiver has its own independent relative
timing of the W chips and their associated filtered P chips
relative to the C/A-code DLL tracking point. The effects
of changes in the semi-codeless relative timing
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assumptions have been examined experimentaly, and
results from this study are reported in Section V.

The P(Y) code amplitude 4, in Eq. (32b) must be
deduced from the C/A code amplitude in order to define
the estimation problem. The formulafor this amplitudeis

L
Naccum Lfca

Recall that 4,y is the C/A-code prompt accumulation
amplitude from Eq. (23a). This equation is the semi-
codeless equivalent of codeless Eq. (27). The factor
2/ N yoeum transforms from accumulation amplitude to
carrier amplitude. The square-root in Eq. (33) arises
because this is an amplitude equation rather than a power
equation. The tern L, is missing from Eq. (33) because
this component of power loss is modeled not by the
carrier amplitude 4, but by the filtered time histories
Pg(#). The power of 10 in Eqg. (33) accounts for the
differing losses of the C/A code power and the P(Y) code
power in the +/-10.23 MHz bandwidth in comparison to
their infinite-bandwidth powers.

(33)

Optimization of the cost function in Eq. (32b) is
performed iteratively. The ad hoc iteration strategy relies
on the following fact: The overlaps of the neighboring
non-zero portions of the Pg(#) functions are small
relative to the time spans over which they have
appreciable non-zero values. This fact is evident in the
bottom plot of Fig. 2. Therefore, reasonable first-cut
estimates of the W-chips are;

" Imaxj
w; =signl X Pgi(t)y,] forj=1,..,K

=lninj

(34)

where i,,;,; and i,.,; are, respectively, the minimum and
maximum sample indices i for which P () is
appreciably different from zero. The sign[] function in
Eq. (34) returnsa +1 for a positive or zero input argument
and a -1 for a negative input argument.

If there were no non-zero overlaps between neighboring
Py(?) functions, then the W-chip estimates in Eq. (34)
would be optimal. In the presence of minor overlaps, the
following heuristic iteration should converge to the
optimal solution

P

~ . maxj

Wi :Slg”(, 2 Pry 6y
=lninj

2 o L o

X W Py )+ X W Py ()]})

i—L I=j+1

_%Ap[lzj_
(35)

forj=1,..,K

where fvfld for / =1, ..., K are the chip estimates from
the previous iteration and where L is the number of
neighboring chips on each side of w; whose Py.(7)



functions have appreciable non-zero overlap with the
Py,(7) function. For the cases considered in this paper, L
= 2 has been selected as a conservative estimate. The
value L = 1 probably would have sufficed, and it would
have saved computation time. Note: for j values less than
L+1 or greater than K-L, one or the other of the
summations over [ in Eg. (35 must be truncated

appropriately.

The iterative optimization starts by generating W-chip
estimates using EQ. (34). Next, it updates its W-chip
estimates using Eq. (35). It repeats the evaluations in Eq.
(35) using the w ; values from the previous iteration as
its "¢ values for each new iteration. It terminates the
iterative processwhen w; = fvj?[d fordlj=1,.. K

The rate of convergence of the iterations is dependent on
the receiver design through its RF filter's distorting effect
on the Py,(f) functions. Experience with this algorithm's
convergence properties has been gained for the receivers
used in the present study. The agorithm aways
terminated in 7 or fewer iterations, and the average
number of iterations was less than 5. The required
number of iterations should decrease for a higher
bandwidth RF front-end.

The sign[] function in Egs. (34) and (35) ensures that the
resulting W-chip estimates are either +1-valued or -1-
valued. Thus, the constraint in Eq. (32c) is enforced by
this heuristic optimization procedure. Because of these
congtraints, the resulting W-chip estimates are termed
"hard" estimates.

B. Probability of W-Chip Correctnessand " Soft" W-
Chip Estimates

One could directly correlate the "hard" +1/-1 W-chip
estimates of the previous sub-section between Receivers
A and B in order to form a spoofing detection statistic. It
iswell known, however, that "hard" W-chip estimates are
not optimal when performing semi-codeless tracking of
the L2 signal in dual-frequency receivers'’. Therefore, it
seems wise to develop "soft" W-chip estimates in the
hopes of improving the detection power of the semi-
codeless statistic.

Reasonable "soft" W-chip estimates can be derived based
on the probabilities of correctness of the corresponding
"hard" estimates. Assuming that the random errors in
Egs. (6a) and (6b) are described by the statistics in Egs.
(7a)-(7c), the probability that w ; is correct is
approximately

@{\:{/1} = (1+ exp{z[J(ﬁ/l,..., 1:1\/]_1,1;1\/1 y \;j_'_l,..., 1:1\/]()

~ ~ ~ A ~ 2 -1
= J(Weny Wi 1 Wi Wiy wi )l IO'RF})
forj=1,..,K (36)
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This probability formula is based on the assumption that
the normalized cost function 2J(w1,...,wK)/aj%F is the
negative log likelihood of the W chips and, up to a
constant offset, that it is also the negative logarithm of the
a posteriori probability of the W chips. The log-
likelihood assumption is consistent with Egs. (6a)-(7b).
The equivalence between the log-likelihood function and
the log a posteriori probability is a consequence of Bayes
formula and the uniform prior assumption that both
possible W-chip values are equally likely %.

The only difference between the two cost terms in the
exponential in Eq. (36) is the sign of the estimate of w,.
The value w ' produces a lower cost than does the value
—W ;- Therefore, the exponent in Eq. (36) is guaranteed to
be negative, and @{w ;} 1s guaranteed to be greater than
0.5.

The probability formula in Eq. (36) is inexact for the
situation of significant non-zero overlap between
neighboring Py,(¢) functions. In this situation, the exact
formula would involve a normalized sum over all possible
combinations of +1/-1 values of the chips other than w i
Given the small overlaps, however, the approximation in
Eq. (36) isreasonable. In the event of larger overlaps, an
appropriate aternative to Eq. (36) could be developed. It
has been omitted due to the lack of a perceived need and
for the sake of brevity.

The RF sample variance from Eq. (25) can be used in Eq.
(36), but an alternate value can be deduced directly from
the optimal value of the Eq.-(32b) cost. That valueis

AT (W oo )

I (37)

(GI%F)alt =
This formulais consistent with the statistical assumptions
of Egs. (6a)-(7c). This alternative form of a,%F has been
used to generate results in the present paper. Although
never very much different than the value computed in Eq.
(25), this dternate value appears to be a more reliable
indicator of the random noise levelsin Egs. (6a) and (6b).

The probability of a correct v“vj estimate from Eq. (36)
can be used to compute the probability that the correct
estimateisw; = +1. This|atter probability is

iy =3+ W20} -] (38)

The "soft" estimate of w; used in this paper is its
conditional expectation value based on the receiver's

quadrature baseband data, y,1, Vg2, Vg3 -1 Vair - 1LIS:
v’{}Ay':E{Wj |yql!yq21yq3!-“}:2@j(+)_1 (39)

This estimate is guaranteed lie in the range -1 < wy; < 1.



It takes on the end-point values if @, takes on the
vaue O or 1. ItequasO0if @,y =05. Thus, wy; isa
reasonable "soft" estimate of w;,.

As in the case of codeless spoofing detection, the
foregoing optimal estimation agorithm and analyses
ignore the fact that the noise in the quadrature baseband-
mixed signal is not purely white noise. If the violation of
the whiteness assumption were significant, then the
derivations of this subsection and the previous subsection
would have to be modified in order to account for the
noise correlations. The primary change would be to
modify the cost function in Eg. (32b) to include cross-
products between Eq.-(6) error terms with sample indices
i that were near each other. The resulting modified cost
would remain the negative log likelihood of the W chips
after rescaling by 2/0'1%,:. These modifications to the
W-chips estimation algorithm and the associated analyses
appear to be unnecessary for the receivers considered in
this paper, and they have been omitted for the sake of
brevity.

C. Spoofing Detection via Correlation of " Soft" W-
Chip Estimates

The soft W-chip estimates can be used to develop a
spoofing test statistic that is Neyman-Pearson optimal in
the limit of weak signalsin Receiver B. The derivation of
this test statistic assumes the availability of @,
reference Receiver A's calculated probability that chip w;
is positive. The derivation also assumes that the filtered
P-code functions corresponding to any two distinct W-
chips, say w; and w;, have insignificant overlap of their
non-zero parts so that they are orthogonal. In other
words, it assumes that

M
2 Priyi (1) Ppu (tp;) =0 foral (j,0) suchthat j #7 (40)
i=1

This assumption alows a re-scaled version of the cost
function in Eq. (32b) for Receiver B to be re-written in
the form:

Jb (Wl,..., WK) = 2‘][7 (Wl,..., WK)/O-I%F})
~ K 1K
=Jpo— X Upw;+5 X Spy (41)
J=1 J=1
where the newly defined quantities on the right-hand side
of EQ. (41) are

~ 1 K 2

b0 =—%— X Vabi (422)
ORFp J=1
Apb tbmaxj )
ORFb = ihming
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A2, ibmay
&2 =—gb' Y Phly) forj=1,..K (420
O RFb =ipminj
The re-scaled cost function in Eq. (41) is the negative log
probability density of the Receiver B quadrature baseband
mixed measurements y,p1, ..., yeen. 1he corresponding
probability density is conditioned on the W-chip values
w1, .., wg and on the P(Y)-code amplitude A,.
Therefore, conditional probability density functions of the
measurements for the un-spoofed and spoofed cases can
be derived by using Eq. (41) along with the known W-
chip probabilities from Receiver A. For the un-spoofed
hypothesis, Hy, this conditional density functionis

Pgprsr- Ygour | Ho) =

- 1K 2
cexp(=Jy, —5121§b1)><

K
Hl{ Pyj(+)exp(Hp;)
J=

H1= Py lexp(—p1;)} - (43)
where ¢ is a normalizing constant. The nominal spoofed
hypothesis, H;, assumes that there is nothing besides
receiver noise on the quadrature channel. This hypothesis
is the equivaent of using a Receiver-B P(Y) amplitude of
Ay, = 0. The measurement probability density for this
caseis

POgptr-- Ygpur 1 H1) = cexp(~Jyo) (44)
The Neyman Pearson spoofing detection test statistic in
thiscaseis

PVgptr-- Yarur | Ho)
Yoopt =
PYgpts-- Ygpm 1 H1)

18§ 22
=€xp(—§ZZ§b1)><
)

K
Hl{ Puj(+)exp(tpy ) +[1= Py lexp(=pp;)}  (45)
=

If this statistic lies above a certain threshold value, then
the un-spoofed hypothesis Hj is accepted. Otherwise, the
spoofed hypothesis H; is accepted, and a spoofing alert is
issued.

Using agebra and hyperbolic trigonometry, one can
derive equivalent forms of %, that are useful for
analysis:

PPN
Yopt = exp(—glzlsz) Hl{ cosh(iy;)
= J=

H2®P,(4) —Usinh(up; )}

LK o K
exp(=5 X &51) Tlcosh(uy;)
= A



+v’i}saj5inh (;ubj )]
K [1+w, ajtanh(ty;)]

= exp(-3 25171)
=1 j=1 \/1 tanh (#b])
K[1+ sa, sb']
= exp(- —zf ) | LA (46)
=1 ” Jj=1 1’1_12/5'2@

The transition from the first to the second line of Eq. (46)

makes use of the "soft" W-chip formula in Eq. (39) as

applied for Receiver A. The transition from the second-

to-last line to the last line of Eq. (46) uses the fact that
Wsbj = 2Ppj(4) =1

2{1+ eXp[jb (@1,...,\’/1\/j_1,+1, 12}./""1""’ V,{/K)

W1~ LW e i1} -

1
=2 — -1
Z(l-i— e_zﬂb/)

21
B l-e Hpj

— T, (e

—2u, -
1+e Hb

M b

M 4o MY
tanh (i)
An equivalent detection statistic is

(47)

K
%alt = log(%opt) + %Zzlszl

K ~ ~ ~
= X [log(U+ nggivgy) —Llog@- W3] (49)

j=1
One can derive a low-power approximation for Receiver
B by expanding this statistic in a Taylor series about the

values wy;,; = 0. Theresult, to second order in Wy, is

Yoalt = Z [ Wsaj sbj +%(1_ 1’,'\zsaj)1’,‘\/Sbj] (49)

Before proceeding further, it is worthwhile to examine
this spoofing detection statistic. The first term in its sum
is the product of the "soft" W-chip estimates from the two
receivers. This whole analysis has been developed with
the goal of deriving a detection statistic of thisform. The
second term, however, looks mostly for power in the P(Y)
signal of Receiver B. If Receiver A has a very high
carrier-to-noise ratio, then each of its w,, ;i estimates will
bevery near +1 or -1. Inthiscase, the second term on the
right-hand side of Eq. (49) will be insignificant because
@a- wm]) will be nearly zero. In other cases, however,
the second term will indicate that there is a valid un-
spoofed signal whenever it detects appreciable P(Y)
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signal power in Receiver B.

The proposed spoofing detection statistic in Eq. (49) leads
to a dangerous situation. Suppose that a spoofer were to
put P(Y) pseudo-code on the quadrature channel with
randomly chosen false w; chips. In this case, the first
term in Eq. (49) would contribute zero to the spoofing
statistic, on average, but the second term could contribute
a significant positive component, possibly enough to
cause amissed detection.

This situation can be resolved by considering an alternate
spoofing hypothesis, H,'. The spoofer generates a false
P(Y) code with randomly chosen +1/-1 values for its W
chips. Suppose that it assigns equal probabilities to the
potential w; values +1 and -1. The probability density of
the Receiver B quadrature samples conditioned on
spoofing hypothesis H;' then becomes

~ K
. 2
PYgptse- Yo | H1') = cexp(=J o —%lilfbl)x

K
Mcosh(uy) — (50)
Jj=1
and the optimal spoofing detection statistic becomes
K ~ ~
(%twt)l = Hl[1+ Wsaj stj] (51)
J:

Its logarithmic approximation to second order in vAvsbj
becomes

( %alt)‘ = lOg[ ( %upty]

~ ~ 1 ~
Wsaj Wsbj (1_ 2 saj W,

M=

Sbj) (52)

j=1

This statistic does not suffer from the problem of too
much probability of a missed detection because of false
P(Y) code on the spoofed quadrature signal.

In order to simplify further analysis, the spoofing
detection statistic is truncated to retain only the first-order
terms in wg, . Thus, the final statistic chosen for semi-
codeless "soft" W-chips spoofing detection is

1 ""\}saj "’{}sbj (53)

%:

T M=

This spoofing detection statistic is optimal in the limit of
very low P(Y) power in defended Receiver B. It is
optimal for any level of P(Y) power in reference Receiver
A. At higher P(Y) powers in Receiver B, this statistic is
sub-optimal. Asfor locally most powerful detection tests,
one can normally tolerate sub-optimality in the case of a
stronger signal.

This first-order truncation of the logarithmic Taylor series
avoids the possibility that false W chips could defeat the
detection. Nevertheless, the foregoing analysis of the



false W-chips case has been worthwhile. It suggests
additional analyses that should be carried out in the
future. The needed analyses would explore whether there
are sophisticated spoofing attack scenarios which could
overcome the defenses that are developed in the present

D. Probability Analysis and Detection Threshold
Design for the" Soft" W-Chips Test Statistic

At the point of spoofing detection, the random variability
of the y spoofing detection statistic in Eq. (53) comes
entirely from the variability of the fvsbj soft W-chip
estimates. Although the wy,; estimates will have been
affected by random noise in reference Receiver A, these
will be known quantities at the time of spoofing detection
in Receiver B. The randomness in wg, can be
characterized by using its formula in terms of 1, Eq.

(47), coupled with the probability density of 14,

The randomness in 14, comes from the random noise in
the y,,; quadrature baseband mixed samples, as per Eq.
(42b). Therefore, u;,; follows a Gaussian distribution in
each of the 3 possible situations: @) the signal is not being
spoofed and the true w; is +1, b) the signal is not being
spoofed and the true w; is -1, or c) the signal is being
spoofed so that y,, contains only random noise. The
mean and variance of 4, can be deduced in each of these
situations by substituting the models in Egs. (6b) and (9)
into Eq. (42b) and by taking appropriate expectations
based on the statistical models in Eqg. (7b). Given these
means and variances and given the w; = +1 chip
probabilities from reference Receiver A, the un-spoofed
and spoofed conditional probability densities for 1, are:

1 —(up—E2) 1(2E2)
Uy | Ho) :—27z§ {®y(1e YT
VTG,

—(ub_,-+¢,f,.)/(2¢,§.>}

+[1- @aj(+) le (54a)

2 2
1 e_lub/ /(2§bj)

p(/ubj | Hy) = @5
bj

In preparation for computing the means and variances of
the spoofing detection statistic % under the two
hypotheses, one can compute the corresponding
expectation values of wg, and fvszbj. These are
computed by using the model for VAVsbj in terms of u; in
Eq. (47) and the probability density functions in EgQs.
(54a) and (54b). Theresults are:

(54b)

E{wg | Ho) = [tanh(uy; )p(up; | Ho)duy,

—oo

= "’{}saj q (éfbj ) (559)

E{W3; | Ho) = [tanh? (uy;)p(uy; | Ho)dy,

=q(&y) (55b)

E{wgy | Hy) = [tanh(y;)p(uy; | Hy)duy; =0 (550)

EW2y | Hy) = [tanh? (uyy)p(aay; | Hy)day
= (&) (550)

where the two special functions ¢(£) and (&) are defined
asfollows:

G =i2ﬂ Ttan[£(E +)expl-05n%dn  (568)

oo

1 < 2 2
r($) @_{fanh (Emexp{-0.5n}dn (56b)
The analyses that derive Egs. (55a)-(56b) involve changes
of dummy integration variables from u,; to 7. They
require two proofs involving modifications to the integral
in Eq. (56a). One proof demonstrates that a change from
(&+n) to (-&+7) in the tanh function argument of the
integrand causes the resulting formula to yield -¢(£). The
other proof demonstrates that a squaring of the tanh
function causes the resulting formula to remain equa to

q(%).

The special functions defined in Egs. (56a) and (56b) can
be evaluated approximately via numerical integration.
For purposes of this paper, they have been pre-computed
off-line on an extensive grid of & points. Afterwards,
their pre-computed values have been used in an
interpolation scheme in order to provide a quick, practical
means of evaluating them.

The results in Egs. (55a)-(55d) can be used to compute
the corresponding means and variances of the spoofing
dtatistic . These calculations rely in the assumption that
any two "soft" W-chip estimates wy;,; and wy, forj # 1
are sampled from independent distributions.

K ~
Voo = E{vs | Hob = .zlwfajq(f;,ﬁ (572)
j:

2 2 _2
oo = E{vs | Hol = Vsjmo

K . -2
= ]Elwsaj‘I(é’:bj 1- Wsan(gbj )] (57b)
7_/s|H1 = E{ Vs |H]} =0 (57C)

2 2 K .2
O = Eys | H} = _lesaﬂ’(fbj) (57d)
j:



As in the codeless case, the means and variances in Egs.
(57a)-(57d) are used to design and analyze the spoofing
detection test. This involves the probability density
functions p(y%lHy) and p(%|H1). These are non-Gaussian
due to the non-Gaussian nature of the wy, distributions.
Given that many such random quantities affect the
correlation statistic summation in Eq. (53), however, the
central limit theorem can be invoked in order to argue that
Gaussian approximations of these two distributions are
reasonable.

Given the false-alarm probability o, and the Gaussian
assumption, the spoofing detection threshold ¥, is the
solution of the following equation:

Vsth
apg = [p(rsHo)dys

—oo

(75 — Vsj0)?
b e T,
27[O-}/S|HO —co 20'}3|HO

1 Vsth
(58)

If %= %4, then hypothesis Hy is accepted: there is no
spoofing. If % <y, then hypothesis H; is accepted, and a
spoofing alert is issued. The probability of successful
spoofing detection is:

Vsth
Petect = .[ p(vslH1)dy

—oo

2

et~
=—— | ap{- Vs

27&'0'}5'1_11 —oo 20_;?3|H1

=1- Prisdet (59)

As in the codeless case, the un-spoofed Hy hypothesis is
atypical because the test statistic's mean value is non-zero.
The accuracy of the mean valued given in Eq. (57a) is
dependent on the accuracy of the modeled P(Y)-code
carrier amplitudes in the two receivers, 4,, and A4,, as
computed using Eq. (33). Any errorsin these calculations
will lead to errorsin the predicted mean 70 and in the
detection threshold ¥,. Any such errors will distort the
false-alarm probability and the probability of detection
away from the values given in Egs. (58) and (59).

E. Offline Analysis of " Soft" W-Chips Spoofing
Detection

The results in Egs. (57a)-(59) are suitable for on-line
spoofing detection using the "soft" W-chips technique,
but not for off-line analysis. In an off-line analysis, the
required w,,; estimates from reference Receiver A are
not available, nor are the &, values available from
defended Receiver B.
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An offline analys's replaces actual values of w,,; with a
statistical model of their distribution. This model uses the
tanh formula in Eq. (47) to represent v?zmj as a function
of u,. Along the lines of Eq. (54a), this analysis models
the probability distribution of x,; under two conditions as
follows:

1 (g —E2) 1(2E2
Pl |y =+ = e (=i 2<i)— (0gy
VToy)

_po L grE) )
Pl |y == e
aj

A similar statistical model applies to VAVsbj and y,;, except
that the 1, probability densities also must be conditioned
on the un-spoofed and spoofed hypotheses. For the un-
spoofed hypothesis, the two conditional probabilities are

1 —(uy-E5)IE%)
|w;=+LHg)=—F7——c¢ 4 y
p (/ub] | J O) /—27[ fbj

(60b)

(61a)

2 2
1 e—(ﬂbj +65)1(257;)

Varg,

In the case of spoofing, Eq. (54b) still gives the correct
My; probability density.

Expected values of &, and &, can be computed based on
the respective P(Y) carrier-to-noise ratios of the two
receivers.

=—1Hy) = (61b)

Py | w;

&= 1/—Z(C/NO)” > (622)
fwch[p

z_ [2C/NG) i )
f wchip

where f,,.,;, = 480,000 Hz is the nominal mean chipping
rate of the W chips.

Given the forgoing statistical models, the means and
variances in Egs. (57a)-(57d) can be re-computed a priori.
This computation accounts for the correlation between g,
and u, that is caused by their both being conditioned on
the same w; chip value for any given case. After a
lengthy derivation, the results are

Voo = Ka(&)a(&,) (63a)
oo = Ka(£)a(G) - a(G.)a(&)] (63b)
Vsjn = E{ys | H} =0 (63¢)
oam = Ka(E)r(&) (63d)

The number of W chips in any given correlation statistic



is K = Teonfwenpy Where T, is the duration of the
correlation interval.

The computed a priori statistics in Eqgs. (63a)-(63d) can
be used in Egs. (58) and (59) in order to analyze the
expected performance of a proposed spoofing detection
test. The analysis starts with expected P(Y)-code carrier-
to-noise ratios in the two receivers (C/Ng) ., and (C/Ng) .
These can be computed based on expected received
power levels and on the RF filter losses that are modeled
by Eq. (15). These carrier-to-noise ratios and the
designed correlation interval T, serve as inputs to the
calculations in Egs. (62a)-(63d). Next, the results of
these caculations and the designed false-alarm
probability ¢z, are input to the computations in Egs. (58)
and (59). The fina results are the expected spoofing
detection threshold and the corresponding probability of
detection.

Analogous calculations can be carried out for the codeless
spoofing detection test by using Egs. (29a)-(31). These
computations must use the following number of samples
in order to define a codeless statistic of eguivalent
duration: M = T,,,,/At.

Figure 3 compares the power of codeless and semi-
codeless spoofing detection for correlation intervals 7.,
that range along the horizontal axis from 0.01 sec to 10
sec. Both curves assume P(Y)-code carrier-to-noise
ratios of 35 dB-Hz in both receivers, and both curves use
a false-alarm probability of a4 = 0.0001 (0.01%). Also
plotted are points for two actual cases associated with the
results in Section V, one for PRN 13 plotted with
triangles and one for PRN 17 plotted with squares. Both
of these actual cases have carrier-to-noise ratios larger
than 35 dB-Hz, despite the use of 2.4-2.6 MHz filter

Probability of Spoofing Detection

bandwidths in the RF front. Therefore, the carrier-to-
noise ratios assumed for the two curves are somewhat
conservative.

Figure 3 indicates that the codeless technique should be
able to detect spoofing reliably (®s..; = 0.986) with a
cross-correlation interval of 5 sec. This same detection
probability can be achieved by the semi-codeless
technique when using intervals of only 0.43 sec.

Thus, the semi-codeless method is more than 10 times as
efficient as the codeless method in its use of data to
achieve a given power of detection. This efficiency has
two advantages. First, spoofing detection can occur with
a lower latency. Second, the required communication
bandwidth between Receivers A and B can be reduced for
agiven frequency of calculation of spoofing detection test
statistics. A further bandwidth reduction occurs for the
semi-codel ess technique because it only has to send data
at the 480 KHz W-chips chipping rate. The codeless
technique must send data at the RF sample frequency,
1At Hz. This latter frequency can be on the order of 6
MHz or higher. Of course, each W-chip estimate might
entail the transmission of more bits than each raw
guadrature RF sample. This means that the bandwidth
requirement of the codeless technique is not quite so high
relative to the semi-codeless technique as isindicated by a
simple comparison of sampling and chipping rates.

The data points on Fig. 3 for PRNs 13 and 17 indicate
that practical spoofing detection can be performed with
correlation intervals of 1.2 sec for the codeless technique
(blue triangle and square) and 0.2 sec for the semi-
codeless technique (red triangle and square). Given the
very high probabilities of detection for these data points,
it would be possible to reduce the cross-correlation

intervals and  dill  retain

adequate detection power.
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06 (Nl =378 dB-Hz 7 marked distortion of the P(Y)
05 ! code, and despite the squaring
7 losses in the detection
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Fig. 3.

Comparison of codeless and semi-codeless spoofing detection power as functions of

correlation interval for a false alarm probability of 0.01%.
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10! codeless technique offers an

order of magnitude
improvement in the spoofing
detection efficiency. Semi-



codeless techniques derive their advantage from a
narrowing of signal bandwidth and a corresponding
increase of the processing gain prior to squaring. Given
that the signal bandwidth is aready very narrow at the
output of the RF filter, it was not obvious at the outset of
this study that a further bandwidth reduction in the semi-
codeless matched filter would afford any additional
processing gain.

The semi-codeless technique has one significant
disadvantage: It requires much more signal processing.
First, the distorted Pj,(r) P-chip functions must be
computed for each RF sample of each W-chip. These
function evaluations are complicated and must be
performed on-line. Additionally, the W-chip optimization
problem in Egs. (32a)-(32c) must be solved on-line. A
good area for future research would be to seek efficient
means of carrying out these complex calculations in real-
time.

F. Alter nate Semi-Codeless Spoofing Detection
Statistic

There is an dternative semi-codel ess detection statistic. It
isan optima Neyman-Pearson statistic in the limit of very
high carrier-to-noise ratio at reference Receiver A. It is
also optimal in the limit of very low carrier-to-noise ratio
at defended Receiver B.

If (CINo),ya is very large, then the wy,; vaues will be
either +1 or -1, and the corresponding probabilities @,
in Eq. (45) will be either 1 or 0. (C/Ny),y. values that
approximate this limit can be achieved by using a high-
gain antenna at reference Receiver A or by appropriate
averaging of imprecise results from many secure
reference receivers.

Given the high (C/Ny),,, limit, the analysis in Egs. (43)-
(48) can be modified to show that

1K 5 K R
Yopt = exp(—glzlfbl) Hlexp(wsajﬂbj) (64)
=, j:
and that
1K o K
Yealt = log(%opt) + Elzlgbl = Z Wsaj/ubj (65)

An adternate analysis demonstrates that this same
approximate is valid in the low (C/N),,, limit. One starts
with the ¥ approximation of Eq. (53), which is valid in
this limit. If one substitutes the formula wy,; = tanh(uy)
from Eq. (47) into Eq. (53) and if one uses the first-order
approximation tanh(iy,) = uyy, then one arrives at the
same formula for %, as appears on the extreme right-
hand side of Eq. (65). This tanh() approximation is valid
for [u,| << 1. Thelimit |1, << 1 holds true if (C/Ng),ys is
small. This latter result is implied by the two g, mean
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values from Eq. (54a), ifé , if one considers the
relationship of these mean values to the carrier-to-noise
ratio, as given in Eq. (62b).

The accumulation statistic in Eq. (65) can be re-cast into a
more conventional form by using Eq. (42b) to eliminate

My

K Apb ibma)g/
han = X Wegill—— X Priyi (i) ygni]
j=1 ORFb =lpminj

Appy M K |
= —— ZVgbil Z Weai Py (tpi)]
Ogrp =1~ Jj=1

Ay M -
= —— ZyapiPra (i)

ORFp i=1

(66)

The second line of Eg. (66) has been derived from the
first line by extending the limits of the second summation
on the first line al the way from i = 1 to i = M.
Afterwards, the second line cay be derived by a simple
interchange of the order of summation. This extension of
the summation indices is allowable because the filtered P-
chips function P,(t,;) has already been assumed to be
zero-valued for i < iy, and fOr iy < i. Thelast line of
Eq. (66) is derived by making the following definition of
the approximate filtered P(Y) code:

- K

PYfa ® = lesajpfwj ) (67)
J:

That is, f’Yfa () isthe approximation of the filtered P(Y)

code which is based on assuming that the Receiver A soft

W-chip estimates w,,; are the true W-chip values.

saj

The detection statistic in Eq. (66) has several useful
features. It is the optimal statistic in the limit of exact
values in wy,, , as has been stated. Thus, the detection
statistic in Eq. (66) takes the standard matched filter form:
mix the data with the known signa time history.
Fortunately, this is also an approximately optimal form
even when the expected signal time history is not known
exactly due to residual uncertainty in the w,,; estimates.
A second convenient feature of Eq. (66) is that it avoids
the need to compute optimal 1w, estimates. That is, it
avoids the need to solve the optimal estimation problem
in Egs. (328)-(32c) for Receiver B. This can represent a
considerable computational savings.

There are two negative aspects of using the detection
statistic in Eq. (66). They both concern loss of the
symmetry between the receivers that had been present in
the statistic formula in Eq. (53). This loss of symmetry
implies that different calculations must be performed in
the reference and defended receivers. Furthermore, if the
detection is not done in the defended receiver, then it
must transmit to the detector the raw quadrature baseband



samples y,,; instead of the soft W-chip estimates wy, .
This change would likely require an increased
communication bandwidth.

Probabilistic analysis of the detection statistic in Eq. (66)
yields its means and variances under the un-spoofed Hy
and spoofed H; hypotheses:
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K a2 2 22 22 2
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It is straightforward to show that these means and
variances of the detection statistic ., approach those in
Egs. (578)-(57d), those of %, in the limit of small
(CINo),y-  This is true because small (C/Ng),,, implies
small fé, as per Eq. (62b). The special functionsin Egs.
(56a) and (56b) take on the approximate 2nd-order Taylor
series forms ¢(&) = 2 and (O = £2for £2 << 1.
Substitution of these approximations into Egs. (57a)-
(57d) yields equivalent expressions to Egs. (68a)-(68d)
out to 1% order in szj, which proves the equivalence in
the low-power limit. Note, however, that the expressions
in Egs. (57a)-(57d) differ from those in Egs. (68a)-(68d)
starting in their 2 order termsin &7 .

Off-line predictive results similar to Egs. (63a)-(63d)
could be developed for the alternate detection statistic
%ar- They have been omitted for the sake of brevity.

V. EXPERIMENTAL SPOOFING DETECTION
RESULTS

A. Cases Considered

This paper's spoofing detection algorithms have been
implemented and tested on actual data. The algorithms
run in MATLAB software receiver code that operates on
recorded RF data in an off-line mode. The RF data have
been collected simultaneously from reference Receiver A
operating in Ithaca, NY and from defended Receiver B
operating in Austin, TX. Both receivers were connected
to roof-mounted patch antennas.

The RF front-ends of the 2 receivers have 3 dB
bandwidths of 2.4 MHz (Ithaca) and 2.6 MHz (Austin).
The former front-end attenuates the P(Y) signal power by
5.6 dB, and the latter by 5.4 dB.

In afirst test, the Austin receiver was not subjected to a
spoofing attack. The first test was conducted in Sept.
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2010. In a second type of test, the Austin receiver was
attacked using the spoofer that is described in Refs. 5 and
6. Various versions of the second test were conducted in
Sept. 2010 and in July 2011. Results for the second type
of test will be reported only for the July 2011 data
because that data set employed the most sophisticated
version of the spoofer.

The spoofing attack was carried out by combining the
signal from the spoofer with the signal from the Austin,
TX roof-mounted patch antenna.  This combining
operation was carried out electronically before input to
the RF front-end of the defended receiver. This approach
avoided violation of FCC regulations because the
spoofing signal was never broadcast. The spoofer also
had access to the signal from a roof-mounted antenna, as
required by the spoofer design of Refs. 5 and 6. It used
this data to lay the spoofed signal exactly on top of the
true signal during the initial attack. This attack profile
allowed the victim receiver to continue tracking C/A code
without interruption and seemingly without problems
during the attack.

A special spoofing protocol has been used for the July
2011 spoofed case. The initial 60 seconds of data have
no spoofing. The spoofer turns on at about 60 seconds,
but it keeps its spoofed C/A code exactly on top of the
true C/A code for about the first 60 seconds of spoofing.
During this initial period, there is zero carrier Doppler
shift of the spoofed signal relative to the true signal.
During this phase, the spoofing detection algorithm will
dtill see the true P(Y) code on the quadrature channel
unless the spoofed C/A code has exactly a 90 deg phase
offset from the true C/A code. In this situation, however,
the true P(Y) code will not have the correct amplitude
relationship to the spoofed C/A code because the latter
will have a higher amplitude than the true C/A code in
order to take control of the receiver's tracking loops. At
about 120 second into the spoofing run, i.e., about 60
seconds after the onset of the attack, the spoofer starts to
move the spoofed C/A code phase away from the true
code. This process is necessary if the spoofer wants to
deceive the receiver about its position or time. The
receiver's C/A-code tracking loops are dragged away
from the true C/A code by the spoofed signal during this
latter phase of the attack. This causes the P(Y) code to
disappear from the quadrature channel of the victim
receiver, and the spoofing detection test statistic should
drop to amean of zero at this point of the attack.

Only a subset of the visible GPS satellites had their C/A
PRN codes spoofed in the attack. There were 9 signals
present in the data, but only 6 of them were spoofed.

B. Performance of Codeless Spoofing Detection

Results for the codeless spoofing detection test are shown
in Figs. 4 and 5. Figure 4 corresponds to an un-spoofed
case. It plots the detection statistic y (solid blue curve),
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Figure 5 demonstrates the codeless
detection method's performance during a
spoofing attack. Again, this figure plots
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Fig. 4. Codeless spoofing detection statistic time history for PRN 17, un-

spoofed case (T, = 1.2 sec, 04 = 0.0001).

the statistic's predicted mean value %y (dotted red
curve), and the 0.01% false-alarm spoofing detection
threshold j;, (dashed green curve). The y dtatistic has
been computed using the cross-correlation interval 7,,,, =
1.2 sec. These curves apply to PRN 17, atypical tracked
signal. The mean and threshold values have been
computed based on the assumption that the P(Y) code is
transmitted with a power level that is 10/ogio(L,) = -3.04
dB down from that of the C/A code. Thisisthe value that
causes 7po to equal the mean of y -- note the
correspondence between the level of the dotted red curve
and the mean value of the solid blue curve. This case

gamma
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intervals. These quantities are plotted for
two signals: PRN 13, which undergoes a
spoofing attack starting at # = 60 sec, and
PRN 23, which remains un-spoofed for
the duration of the test. Unlike Fig. 4, the 740 (f) and
7(f) time histories fluctuate because their levels are
computed based on time-varying averages of the two
receivers C/A-code carrier-to-noise ratios. Each average
is taken over the corresponding spoofing detection cross-
correlation interval. The C/A to P(Y) transmitted power
loss factors that have been used to produce these 7 (7)
and y(¢) plots are 10/og10(L,) = -3.93 dB for PRN 13 and
10log1o(L,) = -3.80 dB for PRN 23. These values have
been chosen to make the 7y (¢) curves lie close to the
«?) curves during the un-spoofed first 60 seconds of this
case.

Figure 5 shows clear responses at
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Fig. 5. Codeless spoofing detection statistic time histories for spoofed PRN 13
and un-spoofed PRN 23 (T,,,, = 1.2 sec, o4 = 0.0001).
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detection power fals to low levels.
This happens because the spoofed
and true C/A codes briefly interfere
with each other to produce a short,
sharp power fade on that signal.
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PRN 23, on the other hand, never generates a spoofing
(false) darm. Its solid turquoise detection statistic never
drops below its corresponding dashed brown detection
threshold.

It is interesting to note the behavior of spoofed PRN 13's
detection statistic during the two phases of the attack.
During the interval from ¢ = 60 sec to ¢ = 150 sec, the
spoofed signal exactly overlays the true signal. The
detection statistic drops a small amount, but not to a mean
value of 0. The residual non-zero mean value is the result
of the P(Y) code still being present, though not with the
same amplitude as before the attack. One of the reasons
for the amplitude reduction is the larger overall power
entering the RF front-end at the onset of the attack. The
spoofing signals must have higher power than the true
signals in order to capture the receiver's tracking loops.
This extra power affects the RF front-end's Automatic
Gain Control (AGC), causing it to lower the gain. This
lowered gain translates into a lowered received power of
the true P(Y) code in Receiver B. This lower power
reduces the value of the detection statistic. A second
possible reason for the drop in the statistic during the
middle interval is that the spoofed C/A code phase
probably does not match the true C/A code phase.
Therefore, the quadrature baseband mixing will not
exactly capture the P(Y) code, thus reducing the detection
statistic's amplitude.  In an extreme situation, the
detection statistic could take on a negative mean value
during this phase. Starting at about ¢+ = 150 sec, the
spoofer drags the receiver away from the true C/A code.
It also drags the quadrature channel away from the true
P(Y) code, and the spoofing detection statistic drops to a
mean value of zero, as expected.

One might think that the spoofing detection test would
not detect the attack until the last phase, when the spoofer
drags the receiver away from the true C/A code phase. In
fact, the detection is successful at the very outset of the
attack. This happens because the spoofing detection
threshold rises suddenly: Note the sudden jump of the
green dashed curve at ¢+ = 60 sec. Thisrise is caused by
the increased C/A code power of the combined spoofed
plus true signal during this phase of the attack. Thisrise
is sufficient to cause the spoofing alarm to be issued.
Note, however, that there could be situations for well
executed attacks where the spoofing attack would not be
detected until the last phase, the phase of C/A code drag-
off. Such a situation is acceptable because a spoofing
attack with the spoofed C/A code exactly aligned to the
true code represents a benign event.

The detection statistic for un-spoofed PRN 23, the solid
turquoise curve, undergoes a sudden drop at the onset of
the attack at + = 60 sec. This occurs because the receiver
lowers its AGC gain in response to the extra power of the
spoofing signals. The effect on an un-spoofed signal isto
lower its C/A and P(Y) power, and this lowering of
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power is what causes the spoofing detection statistic for
PRN 23 to decrease suddenly. One might think that this
sudden decrease would give rise to a false spoofing
alaam. This does not happen because the spoofing
detection threshold for PRN 23, the dashed brown curve
in Fig. 5, drops at the same time. It drops because it is
keyed to the PRN 23 C/A signal power, which also drops
in response to the AGC adjustment. Thus, the connection
between the C/A-code signal power and the design of the
spoofing detection threshold is important to the proper
operation of thistest.

Theresultsin Fig. 5 might tempt one to suggest a simpler
method of detecting the spoofing attack: Look for sudden
changes of the AGC and of the C/A code power. If the
AGC gain suddenly drops while the C/A power suddenly
rises for some of the channels, then declare a spoofing
attack. Additionally, small transient carrier phase glitches
in the PLL tracking performance are evident on some of
the spoofed channels at the onset of the spoofing attack.
One might be tempted to look for such glitches and use
them to detect a spoofing attack. Unfortunately, these
detection methods can be defeated by slowly ramping up
the power of the spoofed signals at the beginning of the
attack. A slow attack was not used here only because the
authors wanted to minimize the amount of data that
needed to be tracked using offline MATLAB software
receiver code. Such code runs very slowly, and its use on
long data sets can be time-consuming.

In addition, the proposed simple detection scheme would
work only if applied at or very near the initial moment of
the spoofing attack. If the attack were not detected at its
onset, then the simple detection methods would fail. This
paper's cross-correlation-based  detection  methods
function well during all phases of an attack.

Theresultsin Fig. 5 and related results for other data sets
represent the first successful spoofing detections using a
single-antenna system at the defended receiver when
attacked by the sophisticated spoofer of Refs. 5 and 6.
The only other successful detection used a multi-antenna
syssem . This also represents the first successful
detection of an actual spoofing attack using the cross-
correlation method of Refs. 11 and 12 This
demonstration is important because it proves that the
vestigial P(Y) code in a narrow-band receiver can form
the basis of a powerful spoofing detection test.

The detection powers in all 3 cases associated with Figs.
4 and 5 remain above 0.995, except for PRN 13 during
the short interval from ¢ = 160 to 174 sec. As aready
mentioned, this short anomaly is caused by a drop in the
C/A code amplitude due to transient interference between
the true and spoofed signals. During steady-state
spoofing, no such interference would occur due to the
temporal separation between the two codes. The
nominally high probabilities of detection indicate that the



T..r = 1.2 sec cross-correlation intervals are more than
sufficient for a powerful test. They probably could be
shortened significantly.

Two additional spoofed signals have been processed for
the case associated with Fig. 5, those of PRN 03 and PRN
16. They both required P(Y) transmitted power
decrements of 10/og10(L,) = -3.37 dB in order to achieve
good agreement between 7)) and ¥yq(f) during the
initial un-spoofed phase. Spoofing detection worked well
for these two signals, similar to the results for PRN 13 in
Fig. 5.

C. Performance of Semi-Codeless Spoofing Detection

Figures 6 and 7 present results for the semi-codeless
spoofing detection method. They plot %(f) spoofing
detection time histories along with predicted mean-values
Zsiro (1) and detection thresholds (7). Both figures use
spoofing detection intervals of T, = 0.2 sec and false-
alarm probabilities of 0.01%. The case shownin Fig. 6 is
for PRN 17 not being spoofed. It re-processes the same
RF data as have been used to generate the codeless
detection resultsin Fig. 4. Figure 7 corresponds to a case
in which PRN 13 is spoofed starting at ¢ = 60 sec. It re-
processes the same RF data that apply to the PRN 13
curvesin Fig. 5. The salient feature of Figs. 6 and 7 isthe
ability of the semi-codeless method to distinguish
between un-spoofed and spoofed signals as reliably as
does the codeless method, but using cross-correlation
intervals that are only 1/6" as long.

gammas
1000

An important feature of these curves is the accuracy with
which the predicted mean values in 7o (#) track the
actual spoofing detection statistic %(z) whenever the
signal is not being spoofed. These mean values rely on
the power decrement factors L, for the transmitted P(Y)
code relative to the transmitted C/A code. The same
power loss factors have been used in this analysis as have
been used in the codeless analysis, 10/og1o(L,) = -3.04 dB
for PRN 17 and 10logio(L,) = -3.93 dB for PRN 13.
These factors were "tuned" in the codeless case in order
to get 7yq (¢) to track 7). No additional tuning has been
used for the semi-codeless case.  The reasonable
correspondence of ¥ o (1) to x(?) in the semi-codeless
case provides an independent confirmation that the
origina tunings are reflective of the actual relationship
between the transmitted C/A and P(Y) power levels.

Note in Fig. 7 that the spoofing detection statistic hardly
changes during the first portion of the attack, from ¢ = 60
to 140 sec. The mean of the solid blue curve stays
roughly constant, but there is a moderate increase in its
variance. Apparently, thisinitial part of the attack leaves
Receiver B with an ability to obtain reasonably accurate
"soft" W-chip estimates; otherwise, the detection statistic
would have decreased significantly. This is reasonable
given that the true P(Y) code remains in the correct
location relative to the spoofed C/A code during this
interval. Despite this rough constancy of the spoofing
detection statistic, the test till detects the attack by virtue
of the sudden rise in its detection threshold at the onset --
see the dashed green curve. As in Fig. 5, this rise is
caused by the increased power of the spoofed C/A code.
The detection algorithm thinks
that the true C/A code's power

has risen and, therefore, that the
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true P(Y) code's power must
have risen with it. It concludes
that the accuracies of its
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Fig. 6. Semi-codeless spoofing detection statistic and related time histories for
PRN 17, un-spoofed case (T.orr = 0.2 sec, o4 = 0.0001).
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Figures 6 and 7 each have two
new curves that do not appear in
Figs. 4 and 5. These are the
dotted brown a  priori
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between these a priori g0 (1) and yu(7) curves and
those that have been calculated based on the Receiver-A
"soft" W-chip estimates wg,. The agreement is
especialy good in Fig. 7. Therefore, the a priori analyses
of Subsection IV .E are reasonable.

The probabilities of detection associated with the semi-
codeless cases in Figs. 6 and 7 are very high. The lowest
value is 0.964, and that value occurs only briefly for PRN
13 during the interval from ¢ = 164 to 170 sec. Recall
from the discussion of Fig. 5 that the lower detection
power during this interval occurs because of interference-
induced loss of C/A signal power. Thislowered detection
power corresponds to a brief 0.35 sec interval of a missed
spoofing detection in Fig. 7 at ¢ = 168 sec. At al other
times, the probability of detection is above 0.9999.
Therefore, it would be possible to reduce the correlation
interval significantly below T, = 0.2 sec and still retain
adequate detection power.

Similar results have been obtained for the spoofed signals
from PRN 03 and 16 for the same attack that yielded Fig.
7. Thus, the results for PRN 13 represent typical
performance of the semi-codeless algorithm.

D. Investigation of the Effects of Relative Time Offsets
between the C/A and P(Y) Codes

A study has been made of the effect on codeless spoofing
detection of varying the differentia relative time
parameter ot,,. Recall from Subsection I11.A that thisisa
differential between Receivers A and B of the timing of
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Fig. 7. PRN 13 semi-codeless spoofing detection statistic and related time histories during
a spoofing attack (T, = 0.2 sec, a4 = 0.0001).

the received, filtered P(Y) code relative to the tracked
C/A code. Variations of this offset, as propagated
through Egs. (17) and (18), have been assessed in order to
determine how they affect the mean cross-correlation

amplitude. The correct value of &, should give the peak
amplitude.

All studies to date show that the peak cross-correlation
amplitude occurs at dt,, = 0 for the receivers and tracking
loops that have been considered. The precision of this
finding is significantly better than 0.025 C/A code chips
(24 nsec). Given that the two receivers' RF front-ends
and tracking software were identical to within
manufacturing tolerance, this result is not surprising.

If there were significant differences between the receiver
RF front-ends, the DLL discriminators, or the DLL
tracking loops, then this result might change. In any
application of codeless spoofing detection to a new
receiver design, this issue should be investigated. |If
necessary, the optimal value of ¢, should be determined,
recorded, and applied as a calibration parameter during
regular codeless cross-correlation calculations.

A similar timing issue has been investigated for the semi-
codeless method. In this situation, it is a question of the
timing of the RF-filtered C/A code, as measured by the
DLL and its discriminator, relative to the filtered P(Y)
code as predicted by the system-ID RF filter impulse
response function. The optimal relative timing should
give the "best" W-chip estimates, and by extension, the
best detection power. In this context, the "best" estimates



are those that yield the lowest optimized value of the
estimation cost function in Eq. (32b).

There is reason to believe that the proper relative timing
would be known a priori in the present set of tests. This
is true because these tests used the same receiver, the
same RF front-end, the same C/A-code DLL, and the
same discriminator to support the W-chips estimation
process as had been used in the system-ID calculations
for the RF filter ?. Nevertheless, a study has been made
of different timing offsets and their effects on the optimal
values of the cost function in Eq. (32b). The study has
produced puzzling results to date. Therefore, more work
on thisissue is deemed necessary.

If there is a timing bias between the C/A code DLL and
the W-chips' filtered P(Y)-code functions, then this bias
should be measurable as part of a calibration procedure.
Therefore, a calibration test should carried out as part of
any application of semi-codeless spoofing detection to a
new receiver design. The relative timing result of the test
should be retained and applied as a calibration factor
during regular operation. Unfortunately, the inconclusive
state of the investigation of this issue leaves open the
question about how best to perform the requisite
calibration.

VI.VULNERABILITY TO ALTERNATE
METHODS OF SPOOFING ATTACK

This paper's two spoofing detection tests have been
developed by using the methods of statistical hypothesis
testing. They develop a test statistic that distinguishes
between two precisely defined hypotheses. The null
hypothesis is that the P(Y) code signa is present in
guadrature with the C/A code in the defended receiver
and that it has a well defined amplitude ratio relative to
the C/A code. This is the un-spoofed hypothesis. The
spoofed hypothesis presumes that there is no signal on the
guadrature channel.

As has dready been mentioned in Subsection 1V.C,
aternate forms of spoofing may be applied. If the
spoofer suspects that this paper's cross-correlation
algorithms are being used, then it may elect to do
something different than leaving no signal on the
guadrature channel. As already mentioned, the spoofer
may elect to put pseudo P(Y) code on the quadrature
channel. This possibility has been considered, and this
consideration has steered the semi-codeless detection test
away from choosing a statistic that would look partly for
W-chip power in the defended receiver.

Another possibility for attack is a Security Code
Estimation and Replay (SCER) attack *°. This type of
attack actively seeks to estimate the W chips on-line, and
it uses its imprecise W-chip estimates in an attempt to
spoof the true P(Y) code. This type of attack will dilute
the spoofing detection power of a cross-correlation
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method in direct proportion to the percentage of its
correct W-chip estimates. Of course, a large dilution can
only be achieved by a high-gain antenna system. If the
number of correctly estimated W chips in the spoofer
were not too large and if the cross-correlation spoofing
detection algorithm had enough power, then this type of
attack would be detected. An effective SCER spoofer
would have to estimate most of the W chips correctly,
which would be expensive in terms of the needed antenna
gain.

Alternatively, an SCER attack might try to compensate
for mis-estimation of a significant fraction of the W chips
by turning up the power of the spoofed P(Y) code. This
strategy might thwart the codeless cross-correlation
detection test of Section Il1 or the alternate semi-codeless
test of Subsection IV.F. The semi-codeless test
developed in Subsections IV.A to IV.D, however, could
detect this attack mode by looking at the distribution of its
Wy estimates. Too many of them would be too near +1
or -1 for the given C/A-code carrier-to-noise ratio.

Furthermore, an SCER spoofer might need to induce a
delay of the spoofed C/A code relative to the true C/A
code in order to gain time to form its W-chip estimates.
The necessary delaying action might be noticeable in the
defended receiver at the onset of the attack.

There are other possible attack types. The spoofer might
try to locate a second spoofer near the secure receiver. |If
both spoofers used a common false P(Y) code, then they
would defeat this technique. A defense against such an
attack would be to distribute an array of secure receivers
over a large area and to connect them in a network that
aggregated their v”vsa_]- chip estimates. If there were
enough secure receivers and if their locations were kept
secret, then it would be unlikely that enough of them
could be discovered and spoofed in a way that would
defeat the detection system. Reference stations could
employ phased-array antennas with independently
steerable beams in order to ensure their security. They
could use beam steering to attenuate the signal of any
spoofer that was not directly on their line-of-sight vector
to agiven GPS satellite.

A meaconing attack could also defeat this method. This
technique receives and replays the entire GNSS spectrum
with some unavoidable delay *°. This type of attack can
event defeat a secure military receiver if the replayed
bandwidth is wide enough to contain the P(Y) or M
codes. A sophisticated meaconing attack might use
differentia delays for different signals, which it could
implement by using a phased array with independently
steerable beams for signal reception prior to replay. This
type of attack, however, would be very expensive. A



simple meaconing attack with only one delay for al
signals would cause the spoofed receiver to determine a
location equal to the spoofer's location, which could
prove dangerous for the spoofer. Also, a victim receiver
with a very stable oscillator might detect the attack
because of the necessary delay.

Other types of spoofing attacks might be mounted against
this paper's cross-correlation detection methods. Perhaps
a problematic attack would be to raise the noise floor on
the quadrature channel instead of putting estimated or
false P(Y) code there. The analysis of all such attack
scenarios and the performance of this paper's detectors
under threat of such attacks is beyond this paper's scope.
Several preliminary analyses of this subject suggest that
this paper's spoofing detection techniques, especialy its
semi-codeless technique, would perform well under many
attack scenarios if the power of detection were
sufficiently close to 1 for the simple attack scenario
discussed in this paper.

VII. SUMMARY AND CONCLUSIONS

Two spoofing detection methods have been developed for
open-source/civilian GNSS signals. They rely on the
presence of an encrypted/military signal on the same
transmitted frequency and on knowledge of the timing
and carrier-phase relationship of the encrypted signal to
the open-source signal. The open-source signal is tracked
in a secure reference receiver and in a defended receiver
that might be the victim of a spoofing attack. The open-
source tracking data are used to isolate the part of the
received signal that is encrypted. The encrypted parts of
the signals from the two receivers are cross-correlated
after being brought together via a communications link.
This use of cross-correlation obviates the need for a priori
knowledge of the PRN code of the encrypted signal. If a
high cross-correlation statistic is obtained, then no
spoofing has been detected because this large value
indicates the presence of the encrypted signal in both
receivers. If the cross-correlation statistic is too low, then
a spoofing alert is issued. The low cross-correlation is
likely due to the absence of the encrypted part of the
received signa in the defended receiver. The only
explanation for this absence is that the tracked open-
source signal is afalse spoofing signal.

Codeless and semi-codeless cross-correlation spoofing
detection tests have been developed, analyzed, and tested.
The analyses provide an ability to choose spoofing
detection thresholds based on hypothesis testing theory
and an ability to predict detection power. The thresholds
are dependent on the received power of the open-source
signal and on the known power of the encrypted signal
relative to the open-source signal.  Semi-codeless
techniques offer significant processing gain in
comparison to codeless techniques. When applied using
the encrypted GPS P(Y) code, the semi-codeless spoofing
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detection technique is similar to the semi-codeless
methods that are used in civilian dua-frequency GPS
receivers.

The new techniques have been applied to detect actual
GPS spoofing attacks using recorded RF data and off-line
signal processing. The codeless technique has
successfully detected spoofing of the GPS L1 C/A code
by cross-correlating the military P(Y) code over
accumulation intervals of 1.2 sec. The semi-codeless
technique has succeeded when using cross-correlation
intervals of only 0.2 sec. It is likely that reductions of
these intervals could be tolerated while maintaining a
high detection power.

A surprising aspect of these results is that they have been
obtained using low-gain patch antennas and narrow-band
receivers. Each receiver's RF front-end had a 2.5 MHz
wide filter and a 5.714 MHz sampling rate. These front-
ends attenuate the P(Y) code by 5.5 dB and drastically
distort its chips. Nevertheless, sufficient P(Y) power
remains for successful spoofing detection based on short
cross-correlation intervals.
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